
Reconnaisance
(gather information 
about users, assets)

Weaponization
(prepare for attack)

Deliver
(deliver the email to 

users)

Exploit
(get admin access to 
the database server)

When in the 
process?

Where do 
you attack?

What is the 
action?

How do you 
achieve the 

action?

Scenario 2 Goal:
Tamper Data Received 

From CubeSAT

User & 
Administrative 

Interfaces

Login to the 
database server

Login remotely via 
SSH to the server 

using phished 
username/password

Administrative 
Interface

(phpMyAdmin 
Interface)

Change data logged 
in the flight 
database

Control
(contact mothership 

/ manage victims)

Execute
(achieve the primary 
goals - modify data)

Maintain
(maintain 

peristence)

Modify database 
tables

Search for 
misconfigurations 

on server

Get privileged 
access to the server

Search for 
configurations of 
installed services

Search for 
vulnerabilities on 

the system, exploit 
them to gain 'roo'

Login to the 
phpmyadmin 

interface with stolen 
admin credentials

Steal Admin 
Credentials to the 

Database

Gain access to the 
database admin 

interface

Username/pass
word of phished 

user

Outcome:
System access an 

non- privileged user

Outcome:
Possible misconfiguration 
that allows reading config 

files

Outcome:
Admin access to 

database

Knowledge of 
assets to attack

Outcome:
Corruption of 

Data

What we 
know?


